
C
redit R

eporting
A

gencies
E

quifax
- w

w
w

.equifax.com
To order

your
report, 

call:  1-800-685-1111 
or w

rite: 
P.O

. B
ox 740241 

A
tlanta, G

A
30374-0241.

To report fraud, 
call: 1-800-525-6285 

and w
rite:

P.O
. B

ox 740241 
A

tlanta, G
A

30374-0241

E
xperian

- w
w

w
.experian.com

To order
your

report, 
call: 1-888-EX

PER
IA

N
 (397-3742) 

or w
rite: P.O

. B
ox 2104 

A
llen, TX

 75013

To report fraud, 
call: 1-888-EX

PER
IA

N
 (397-3742) 

and w
rite:

P.O
. B

ox 9532 
A

llen, TX
 75013

Trans U
nion

- w
w

w
.tuc.com

To order
your

report, 
call: 1-800-916-8800 

or w
rite:

P.O
. B

ox 1000, C
hester, PA

19022

To report fraud, 
call: 1-800-680-7289 

or  w
rite: Fraud V

ictim
 A

ssistance D
ivision 

P.O
. 6790, Fullerton, C

A
92834

If you’ve been a victim
 of identity theft, 

file your
com

plaint w
ith the 

Federal Trade C
om

m
ission:

Identity T
heft H

otline:
Toll-free 1-877-438-4338

T
D

D
:

202-326-2502

B
y m

ail:
Identity Theft C

learinghouse
Federal Trade C

om
m

ission
600 Pennsylvania Avenue, N

W
W

ashington, D
C

  20580

O
nline:

w
w

w
.consum

er.gov/idtheft

G
uidelines for
Preventing

Identity T
heft



Identity theft—
the m

isuse of personal
inform

ation for financial gain—
has becom

e
the fastest-grow

ing crim
e in the country

according to the Federal Trade C
om

m
ission

(FTC
), costing A

m
ericans over $745 m

illion
annually. B

etw
een 500,000 and 900,000 U

.S.
citizens are robbed of their identity each year;
and M

innesota ranks am
ong the 10 states w

ith
the highest num

ber of police reports taken in
response to identity theft.

A
ccording to the FTC

, the m
ost com

m
on

types of identity theft com
plaints reported to

authorities are:

C
redit C

ard Fraud
C

redit cards are opened in a victim
’s nam

e
or unauthorized charges m

ade to an
existing card.

U
nauthorized Phone or

U
tility Services

N
ew

 telephone, cellular or another utility
service is established in a victim

’s nam
e.

B
ank Fraud

A
new

 bank account is opened in a
victim

’s nam
e, fraudulent checks are

w
ritten or unauthorized w

ithdraw
als m

ade
from

 an account.

Fraudulent L
oans

Personal, business, auto or real estate
loans are obtained in a victim

’s nam
e.

G
overnm

ent D
ocum

ent or
B

enefits
A

ccess is gained to a victim
’s governm

ent
docum

ents, such as his/her driver’s license
or Social Security N

um
ber; a tax return is

filed fraudulently or governm
ent benefits

are obtained through fraudulent m
eans.

I.D
. T

heft:
T

he Facts
M

innesota is am
ong the 10 states w

ith the highest
num

ber of police reports taken in response to
identity theft.  (Identity Theft D

ata C
learinghouse,

Federal Trade C
om

m
ission.)

Identity theft is one of the fastest grow
ing crim

es
in the U

nited States. In fact, in January 2002, the
FTC

 announced that identity theft com
plaints far

exceeded other areas of consum
er fraud. M

ore than
200,000 com

plaints w
ere collected in 2001 from

m
ore than 50 law

 enforcem
ent and consum

er
groups.  (Pioneer Press, January 28, 2002.)

It is estim
ated that 500,000 to 900,000 A

m
ericans

have their identity stolen every year.  (Sm
art

B
usiness M

agazine, D
ecem

ber 2001/January 2002.
A

nd From
 V

ictim
 to V

ictor: A
Step-by-Step G

uide
for Ending the N

ightm
are of Identity Theft, 

M
ari J. Frank, Esq., 1998)

Identity theft is not against the law
 in m

any states.
In fact, police departm

ents m
ay be reluctant to

w
rite a report on this type of crim

e. In m
ost cases,

the victim
 has the responsibility to prove his/her

innocence.  (Identity Theft Survival K
it: A

C
om

plete Package for R
estoring Your C

redit and
Peace of M

ind, M
ari J. Frank, Esq., 1998)

12.5 m
onths w

as the average tim
e elapsed betw

een
the date identity theft began and the date it w

as
discovered by the consum

er.  (Identity Theft D
ata

C
learinghouse, FTC

.)

A
ccording to the U

.S. Secret Service, consum
ers

and institutions lost $745 m
illion in 1997 due to

identity theft.  (Identity Theft D
ata C

learinghouse,
FTC

.)

Identity theft doesn’t discrim
inate by age;

individuals affected by the crim
e range from

 18-
65+.  (Identity Theft D

ata C
learinghouse, FTC

.)

C
onsum

er
G

uidelines
for

Preventing ID
 T

heft
1. 

D
on’t provide your Social Security num

ber or
personal credit inform

ation to anyone over the
phone unless you have initiated the call and are
fam

iliar w
ith the business.

2. 
Tear up or shred all credit card receipts, bank
statem

ents and credit card offers before throw
ing

them
 in the trash or recycling them

.

3. 
Protect your bank and credit card Personal
Identification N

um
bers (PIN

s) and other passw
ords

by changing them
 frequently, not using your Social

Security num
ber or birth date as your PIN

, and not
w

riting your PIN
 on your card.

4. 
R

educe access to your personal inform
ation by

rem
oving yourself from

 direct m
ailing lists at the

three credit reporting bureaus. D
eleting your nam

e
ensures that it w

on’t be sold to credit card
com

panies or other institutions that could use it on
a direct m

ail list. A
dd your nam

e to the D
irect

M
arketing A

ssociations M
ail Preference Service

and Telephone Preference Service, m
arking your

nam
e as deleted.

5. 
K

eep a list of all credit cards, account num
bers,

expiration dates and custom
er service or fraud

departm
ent telephone num

bers in a secure place
aw

ay from
 the cards for easy access if you need

them
.

6. 
C

heck your credit rating once a year.

7. 
N

ever keep your Social Security num
ber in your

w
allet. D

on’t print your Social Security num
ber on

your checks.

8. 
C

heck through your credit card and bank
statem

ents carefully and im
m

ediately report any
unusual activity.

9. 
C

ancel unused credit cards in addition to properly
disposing of them

.

10. N
ever type your credit card account num

ber on the
Internet unless you are on a secure site.


